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Oco6eHHocTH KoHpUrypaumm IQChannels:

® [lpunoxeHune ncnonb3yeT ABa pasHbIX MopTa:
O 13001 — BuaXeT, BHellHee API.
O : 3002 — naHesnb yrnpaBneHus, paboyee MeCTo ornepaTopa, BHyTpeHHee API.
® TpebyeTcs noaAep>kKa NPOKCMPOBaHMS NMOCTOSIHHBIX MOAK/IOYEHUI OT KnmeHTa K cepeepy (WebSocket n HTML5
SSE).
® [1nsa BHewHero APl o6a3aTenbHO Ucnonb3oBaHue TLS, T.K. ceiiyac MHOIMe BHeLLHWE NPOKCU-CEBEPbI eLLe M10X0
noaaepxmpatoT WebSocket-coegunHeHus.
® [ns BHyTpeHHero API n paboyero MecTta ornepatopa peKoMeHA0BaHo vcrosib3oBaHue TLS, T.k. Chrome paspelaet
TOMbKO 3alUMLLEHHbIM caTaM OTNPaBATb HaTUBHbIE YBEAOMIIEHUSA.
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Ycrtanoeka IQChannels ¢ ny6nu4HeIiM u npuBaTtHeiM Nginx cepeepamu
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upstream i gchannel s-public {
server 127.0.0. 1:3001;

map $http_upgrade $connection_upgrade {
defaul t upgrade;

cl ose;
}
server {
listen 80;

|isten 443 ssl;
server _nane i qchannel s. exanpl e. com

access_log /var/log/nginx/igchannels. access.| og;
error_| og /var /1 og/ ngi nx/igchannel s. error.| og;

client_max_body_size 10m
root "/var/ww';



ssl_certificate / et c/ pat h-to-chai n. pem
ssl _certificate_key /etc/path-to-key.pem
ssl _protocol s TLSv1. 2;

ssl _ci phers HI GH: ! aNULL: ! MD5;

I ocation /public/api/vl/ sse {

pr oxy_pass http://iqgchannel s-public;
proxy_http_version 1.1,
proxy_buffering of f;
proxy_cache of f;

chunked_t r ansf er _encodi ng of f;

proxy_set _header Connection ;
proxy_set _header Host $htt p_host ;

proxy_set _header X-Real -IP $renot e_addr;
proxy_set _header X- Forwarded- For $proxy_add_x_f orwarded_f or;

proxy_set _header X-Forwarded-Proto $scheneg;

add_header Pragnma "no-cache";
add_header Cache- Contr ol "private, nust-revalidate";
}
location /public {
pr oxy_pass http://iqgchannel s-public;
proxy_redirect defaul t;
proxy_read_ti meout 30;
proxy_connect _ti neout 30;
proxy_set _header Host $ht t p_host ;
proxy_set_header X-Real-IP $renot e_addr ;
proxy_set _header X- Forwarded- For $proxy_add_x_f orwarded_for;

proxy_set _header X-Forwarded-Proto $schene;

add_header Pragnma "no-cache";
add_header Cache- Contr ol "private, nust-revalidate";
}
| ocation /w dget {
pr oxy_pass http://iqgchannel s-public;
proxy_redirect defaul t;
proxy_read_ti neout 30;
proxy_connect _ti nmeout 30;
proxy_set _header Host $http_host;
proxy_set _header X-Real -I1P $renot e_addr;
proxy_set _header X- Forwar ded- For $proxy_add_x_f orwarded_f or;

proxy_set _header X-Forwarded-Proto $scheng;

add_header Pragna "no-cache";
add_header Cache- Contr ol "private, nust-revalidate";

KoHdurypaumsa BHyTpeHHero Be6-cepeepa



upstream i qchannel s-private {
server 127.0.0. 1: 3002;

}

server {
listen 80;
listen 443 ssl;
server _nane i qchannel s-private. exanpl e. com

ssl _certificate / etc/ pat h-to-chai n. pem
ssl _certificate_key /etc/path-to-key.pem
ssl _protocol s TLSv1. 2;

ssl _ci phers HI GH: ! aNULL: ! MD5;

location /api/stream {

pr oxy_pass http://iqchannel s-private;
proxy_http_version 1.1;

proxy_buffering of f;

proxy_cache of f;

proxy_read_ti neout 600s;

chunked_t ransf er _encodi ng of f;

proxy_set _header Upgrade $ht t p_upgr ade;

proxy_set _header Connection $connect i on_upgr ade;
proxy_set _header Host $htt p_host ;

proxy_set _header X-Real -IP $renot e_addr;

proxy_set _header X- Forwarded- For $proxy_add_x_f orwarded_for;

proxy_set _header X-Forwarded-Proto $scheneg;

add_header Pragnma "no-cache";
add_header Cache-Contr ol "private, nust-revalidate";
}
location / {
proxy_pass http://iqchannel s-private;
proxy_redirect defaul t;
proxy_read_ti nmeout 30;
proxy_connect _ti neout 30;
proxy_set _header Host $ht t p_host ;
proxy_set _header X-Real-IP $renot e_addr ;
proxy_set _header X- Forwarded- For $proxy_add_x_f orwarded_for;

proxy_set _header X-Forwarded-Proto $schene;

add_header Pragma "no-cache";
add_header Cache- Contr ol "private, nust-revalidate";
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